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Rubrik Cloud Vault: An Offsite Layer of Cyber Resilience

Mitigating risks of data loss and downtime from threats to primary environments

Always Isolated, Readily Available,

Secure by Design
Rubrik Cloud Vault
Rubrik Cloud Vault is a fully-managed cloud service that :

provides an offsite layer of cyber resilience for securing
against threats to the primary environments and meeting Logical Air Gap Logical Air Gap
regulatory compliance.

Featuring logical air-gapping, always-on immutability, and
isolation from primary environments, Rubrik Cloud Vault
enables business continuity in case of scenarios impacting
the primary environments.
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Maintain Business Continuity Meet Regulatory Compliance Reduce Total Cost of Ownership
Multi-layered cyber resilience Peace of mind from meeting No operational hassles, no
against threats to primary cybersecurity best practices and infrastructure management, no
environments. industry regulations. significant up-front costs.

Qualify for Ransomware Warranty and Cyber Insurance

Cyber insurance policies and regulation bodies are increasingly requiring a secure data vault
that is encrypted, immutable, and separated from primary environments.

Unlock access to cyber insurance and Rubrik Ransomware Recovery Warranty* by maintaining

secure copies of your on-premises and cloud data in a fully-managed cloud environment.
* Terms and conditions apply.

Meet Regulatory Compliance
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Keep Data Outside the Reach of Bad Actors
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Always-on immutability Role-based access control Quorum authorization
Keep your data copies Safeguard against unauthorized Prevent unauthorized changes
immutable and readily available, access by enforcing least- by requiring approval from
across your chosen storage privilege access to critical multiple stakeholders.
tiers and regions. actions.
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Key management Reliable recovery Effortless deployment
Retain control of the encryption Recover data with parallel Set up an isolated cloud
key with BYOK, automatic downloads of affected files and environment in minutes to
key rotation, and on-demand shapshots. protect data with a global SLA.
rekeying.

Data Redundancy for Various Cyber Scenarios

Take advantage of different redundancy levels for resilience against different threats to primary environments, ranging
from localized failures to data center disruptions to large-scale cyber incidents.
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Choose Your Preferred Cloud Destination

Establish a secure offsite vault on the cloud platform of your choice, whether it's Microsoft Azure or Amazon Web
Services (AWS), in the region you prefer—all seamlessly managed by Rubrik.
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. . Rubrik (NYSE: RBRK) is on a mission to secure the world's data. With Zero Trust Data Security™, we help organizations

r U b rl k achieve business resilience against cyberattacks, malicious insiders, and operational disruptions. Rubrik Security Cloud,
powered by machine learning, secures data across enterprise, cloud, and SaaS applications. We help organizations
uphold data integrity, deliver data availability that withstands adverse conditions, continuously monitor data risks and
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Global HQ threats, and restore businesses with their data when infrastructure is attacked.

3495 Deer Creek Road 1-844-4RUBRIK For more information please visit www.rubrik.com and follow @rubrikinc on X (formerly Twitter) and Rubrik on LinkedIn.
Palo Alto, CA 94304 inquiries@rubrik.com Rubrik is a registered trademark of Rubrik, Inc. All company names, product names, and other such names in this
United States www.rubrik.com document are registered trademarks or trademarks of the relevant company.
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